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II Given a scenario, apply secure configurations to enterprise mobility.

• Managed configurations

• Application control

• Password

• MFA requirements

• Token-based access

• Patch repository

• Firmware Over-the-Air

• Remote wipe

·WiFi

• WiFi Protected Access (WPA2/3)

- Device certificates

• Profiles

• Bluetooth

• Near-field communication (NFC)

• Peripherals

• Geofencing

• VPN settings

• Geotagging

• Certificate management

• Full device encryption

• Tethering

- Airplane mode

• Location services

• DNS over HTTPS (DoH)

- Custom DNS

• Deployment scenarios

• Bring your own device (BYOD)

• Corporate-owned

• Corporate owned,

personally enabled (COPE)

• Choose your own device (CYOD)

• Security considerations

• Unauthorized remote activation/

deactivation of devices or features

• Encrypted and unencrypted

communication concerns

• Physical reconnaissance

• Personal data theft

• Health privacy

- Implications of wearable devices

• Digital forensics of collected data

• Unauthorized application stores

• Jailbreaking/rooting

• Side loading

• Containerization

• Original equipment manufacturer

(OEM) and carrier differences

• Supply chain issues

- eFuse

Ill Given a scenario, configure and implement endpoint security controls.

• Hardening techniques

• Removing unneeded services

• Disabling unused accounts

- Images/templates

• Remove end-of-life devices

• Remove end-of-support devices

• Local drive encryption

• Enable no execute (NX)/

execute never (XN) bit

• Disabling central processing

unit (CPU) virtualization support

·Secure encrypted enclaves/

memory encryption

• Shell restrictions

• Address space layout

randomization (ASLR)

• Processes

• Patching

- Firmware

• Application

• Logging

• Monitoring

• Mandatory access control

• Security-Enhanced Linux (SELinux)/

Security-Enhanced

Android (SEAndroid)

• Kernel vs. middleware

• Trustworthy computing

• Trusted Platform Module (TPM)

• Secure Boot

• Unified Extensible Firmware

Interface (UEFl)/basic input/

output system (BIOS) protection
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• Attestation services

• Hardware security module (HSM)

• Measured boot

• Self-encrypting drives (SEDs)

• Compensating controls

• Antivirus

• Application controls

• Host-based intrusion detection

system (HIDS)/Host-based

intrusion prevention system (HIPS)

• Host-based firewall

• Endpoint detection and response (EDR)

• Redundant hardware

• Self-healing hardware

• User and entity behavior

analytics (UEBA)
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