
CompTIA  

components.

• Security program documentation
 Policies
 
 
 

• Security program management
 

 
 Security
 
 Privacy
 Operational security
 

 Communication
 
 
 Responsible, accountable, 

• Governance frameworks
 Control Objectives for Information 

 

• Change/configuration management
 
 

 Inventory

• Governance risk and 

 
 Automation
 
 
 

• Data governance in 
staging environments
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• Impact analysis
 Extreme but plausible scenarios

• 
 
 
 
 
 Severity impact
 
 

• Third-party risk management
 
 
 

• Availability risk considerations
 

 
 

 
 

• Confidentiality risk considerations
 
 
 
 
 Encryption

• Integrity risk considerations
 
 
 Interference
 

• Privacy risk considerations
 
 
 

• Crisis management
• Breach response
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• Awareness of industry-
specific compliance 
 Healthcare
 Financial
 
 Utilities 

• Industry standards
 

 

Electrotechnical Commission 

 

• Security and reporting frameworks
 
 
 

 

 
 

• Audits vs. assessments 
vs. certifications
 External
 Internal 

• Privacy regulations
 

 California Consumer 

 
 

• Awareness of cross-jurisdictional 
compliance requirements
 

 
 
 
 Export controls
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• Actor characteristics
 

 Financial
 
 Activism
 
 

 Resources
 Time
 

 Capabilities
 Supply chain access
 Vulnerability creation
 
 Exploit creation

• Attack patterns
• Frameworks

 

 

 Cyber Kill Chain
 

 

 

• Attack surface determination
 
 
 
 
 User factors
 

 
 
 
 

 
 

 
 
 
 

• Methods
 Abuse cases
 Antipatterns
 

• Modeling applicability of threats 
to the organization/environment
 

 Selection of appropriate controls
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• Legal and privacy implications
 Potential misuse
 
 
 

• Threats to the model
 Prompt injection
 
 
 
 Supply chain vulnerabilities
 
 

• AI-enabled attacks
 
 

 
  Interactivity

 AI pipeline injections
 
 

• 
 Overreliance
 

 
 

 

• AI-enabled assistants/digital workers
 
 
 
 

1.5


