
CompTIA  

• Component placement 
and configuration
 
 
 
 Vulnerability scanner
 
 

 
 Proxy
 Reverse proxy
 

 Taps
 Collectors
 

• Availability and integrity 
design considerations
 
 Recoverability
 Interoperability
 
 
 

• Security requirements definition
 
 
 

• Software assurance
 Static application security 

 

 Interactive application 

 

 Vulnerability analysis
 

 
 

• Continuous integration/

 
 
 Continuous improvement
 

 Canary
 
 
 
 Unit 

• Supply chain risk management
 
 

• Hardware assurance
 

• 
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2.2

• Attack surface management 
and reduction
 
 
 
 

• Detection and threat-
hunting enablers
 
 

 
 Sensor placement

• Information and data security design
 
 
 

• DLP
 At rest
 In transit
 

• Hybrid infrastructures
• Third-party integrations
• Control effectiveness

 Assessments
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CompTIA  

• Provisioning/deprovisioning
 
 

• Federation
• 
• Conditional access
• Identity provider
• Service provider
• Attestations
• Policy decision and 

enforcement points

• Access control models
 
 
 

 
 

• Logging and auditing
• Public key infrastructure 

 Certificate extensions

 Certificate types
 Online Certificate Status 

 

 Templates
 

• Access control systems
 Physical
 

• Cloud access security 

 
 

• Shadow IT detection
• Shared responsibility model
• CI/CD pipeline
• Terraform
• Ansible
• Package monitoring
• Container security
• Container orchestration 

 

• Serverless
 
 Functions
 Resources

• API security
 
 
 

• Cloud vs. customer-managed
 
 Licenses 

• Cloud data security considerations
 
 
 
 

• Cloud control strategies
 Proactive
 
 Preventative

• Customer-to-cloud connectivity
• Cloud service integration
• Cloud service adoption

• Continuous authorization
• Context-based reauthentication
• Network architecture

 
 
 
 

• API integration and validation
• Asset identification, 

management, and attestation
• Security boundaries

 
 
 System components

• Deperimeterization  
 
 

 

• Defining subject-object 
relationships
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