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• Security information event 

 
 
 
 Retention
 

• Aggregate data analysis
 Correlation
 
 
 

• Behavior baselines and analytics
 

 Systems
 Users
 

• Incorporating diverse data sources
 
 
 Vulnerability scans
 
 
 
 
 
 
 

• Alerting
 
 Alert failures
 

 Criticality
 Impact
 Asset type
 
 

 
 Vulnerabilities

• 
 
 

• Vulnerabilities and attacks
 Injection
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

 
 
 
 Implants

• Mitigations
 
 
 Safe functions

 Atomic functions
 
 

 
 

 
 
 Hypervisor
 
 

 
 
 

 Key rotation
 
 
 
 
 Encryption
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• Internal intelligence sources
 
 Internal reconnaissance
 
 Honeypots
 Honeynets
 

• External intelligence sources
 
 
 

 Reliability factors

• Counterintelligence and 
operational security

• 
 

• Indicator of compromise 

 

 

• 
 

 Yet Another Recursive 

 Rita
 Snort

• Indicators of attack
 TTPs

• Malware analysis
 
 IoC extractions
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• Volatile/non-volatile storage analysis
• Network analysis
• Host analysis

• Metadata analysis
 
 
 
 

• Hardware analysis
 

• Data recovery and extraction
• Threat response
• Preparedness exercises
• Timeline reconstruction
• 
• 
• Insider threat
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